NMS LABS

NOTICE OF PRIVACY
PRACTICES

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY
BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS
INFORMATION. PLEASE REVIEW IT CAREFULLY.

NMS Labs is committed to protecting the confidentiality and privacy of all laboratory and
health information. It is our policy to be in compliance with the requirements of federal and
Pennsylvania state law related to protecting the privacy of health information, including
but not limited to the Standards for Privacy of Individually Identifiable Health Information
(45 CFR, Parts 160 and 164 — commonly called the “HIPAA Privacy Rule”) and the
Clinical Laboratories Improvement Amendments (“CLIA”). Accordingly, itis NMS
Labs’ policy to release laboratory information only to authorized persons or their
designees who ordered the testing, unless NMS Labs receives written permission from its
client otherwise authorizing NMS Labs’ release. NMS Labs will comply with all applicable
state regulations.

This notice explains how health information about you may be used or shared with others, as
well as your privacy rights regarding this kind of information. The terms of this notice apply to
health information created or received by NMS Labs.

Pursuant to the HIPAA Privacy Rule, NMS Labs may use or
disclose your lab test results for the following limited purposes:

e  Treatment: Since NMS Labs provides indirect treatment to patients, its laboratory test
results may be disclosed to and used by the entity ordering your lab work to provide,

coordinate, and manage your care and treatment.

o Payment: NMS Labs may use and disclose medical information about you so that the
treatment and services you receive may be billed to, and payment may be collected from, you,

an insurance company, or another third party.

o Health Care Operations: NMS Labs may use and disclose medical information about you
for its own health care operations. Health care operations are the uses and disclosures of
information that are necessary to run NMS Labs and to make sure that all of our clients

receive quality care.

o Research: NMS Labs may use and disclose medical information about you in certain

circumstances permitted by law.
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e To Avert a Serious Threat to Health or Safety: NMS Labs may disclose medical
information about you when necessary to prevent a serious threat to your health and safety or
the health and safety of the public or another person. NMS Labs may only disclose under
this circumstance to someone able to help prevent the threat.

e  To Business Associates: Under certain circumstances, some services may be provided by or
to NMS Labs through contracts with business associates. Examples of our business associates
include NMS Labs’ attorneys, consultants, collection agencies, medical record software and
storage vendors, a billing company that bills for the services we provided, and accreditation
organizations. We may disclose information about you to our business associate so that they
can perform the job we have contracted with them to do. To protect the information that is
disclosed, each business associate is required to sign an agreement whereby they agree to
appropriately safeguard the information and not to re-disclose the information unless
specifically permitted by law.

Your medical information may be released in the following special
situations:

e Organ and Tissue Donation: We may release your medical information to organizations
that handle organ procurement or organ, eye or tissue transplantation, or to an organ donation
bank, as necessary to facilitate organ or tissue donation and transplantation. The information
that NMS Labs may disclose is limited to the information necessary to make a transplant
possible.

e  Military and Veterans: If you are a member of the armed forces, NMS Labs will release
medical information about you as requested by military command authorities if we are required
to do so by law, or when we have your written consent. We may also release medical
information about foreign military personnel to the appropriate foreign military authority as
required by law or with written consent.

e  Workers’ Compensation: NMS Labs may release medical information about you for
workers’ compensation or similar programs as permitted or required by law. These
programs provide benefits for work-related injuries or illness.

o Public Health: NMS Labs may disclose medical information to public health authorities about
you for public health activities. These disclosures generally include the following examples,
with respect to our services:

— Preventing or controlling disease, injury or disability; -

— Reporting reactions to medications or problems with products; -

— Notifying a person who may have been exposed to a disease or may be at risk for
contracting or spreading a disease or condition; or

— Reporting to the FDA as permitted or required by law.

2 |Page Rev 10 1 2019



o Health Oversight Activities: NMS Labs may disclose medical information to a health
oversight agency for health oversight activities that are authorized by law. These oversight
activities include, for example, government audits, investigations, inspections, and licensure
activities. These activities are necessary for the government to monitor the health care
system, government programs, and compliance with laws.

o Lawsuits and Disputes: We may disclose your information in connection with a
lawsuit, dispute, or other judicial proceeding, in response to a valid court order,
administrative order, or a grand jury subpoena, in response to a subpoena, discovery request,
warrant, summons or other lawful process or with your written consent.

e Law Enforcement: NMS Labs may release medical information if asked to do so
by a law enforcement official in response to a valid court order, grand jury or
administrative subpoena, or warrant, or with your written consent.

e Coroners, Medical Examiners, and Funeral Directors: NMS Labs may release
medical information to a coroner or medical examiner in the case of certain types of
death, and we must disclose health records upon the request of the coroner or medical
examiner. This may be necessary, for example, to identify you or determine the cause of
death. Other disclosures from your health record will require the consent of a surviving
spouse, parent, a person appointed by you in writing, or your legally authorized
representative.

e National Security and Intelligence Activities: NMS Labs may release medical
information about you to authorized federal officials for intelligence, counter-intelligence,
and other national security activities only as required by law or with your written consent.

e Protective Services for the President and Others: NMS Labs may disclose medical
information about you to authorized federal officials so they may provide protection to
the President, other authorized persons, or foreign heads of state, or conduct special
investigations only as required by law or with your written consent.

e Inmates: If you are an inmate of a correctional institution or under the custody of a law
enforcement official, NMS Labs may release medical information about you to the
correctional institution or law enforcement official as required by law or with your written
consent.

e Genetic Information: Genetic information is considered health information and may be
used and disclosed by NMS Labs in the same fashion as other medical information may be
used and disclosed, as described in this Notice. However, health plans are restricted as to
the uses or disclosures that they may make with respect to your genetic information.
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Your Rights:

Right to an Accounting of Disclosures: You have the right to request an “accounting of
disclosures.” This is a list of the disclosures NMS Labs has made of medical
information about you. If such disclosures are made through an electronic health record,
you have the right to receive a list of these types of disclosures as well. This list will not
include the following: disclosures for treatment, payment, and health care operations;
disclosures that you have authorized or that have been made to you; disclosures for facility
directories; disclosures for national security or intelligence purposes; disclosures to
correctional institutions or law enforcement with custody of you; and certain other
disclosures.

To request this list of disclosures, you must submit your request in writing to NMS Labs,
Privacy Officer. Your request must state a time period for which you would like the
accounting. The accounting period may not go back further than six years from the date
of the request, provided, however that with respect to disclosures through an electronic
health record, the period is no longer than three (3) years. You may receive one free
accounting in any 12-month period. We will charge you a reasonable cost-based fee for
additional requests.

Right to Request Restrictions: You have the right to request a restriction or limitation on
the medical information we use or disclose about you for treatment, payment or health care
operations. You also have the right to request a limit on the medical information we disclose
about you to someone who is involved in the payment for your care, such as a family
member or friend. We are not required to agree to your request. If we do agree, our
agreement must be in writing, and we will comply with your request unless the information
IS needed to provide you emergency treatment. However, if you pay for your treatment in
full, you have the right to restrict, unless otherwise prohibited by law, the disclosure of your
medical information to your insurance company or health plan in connection with the
services that are paid for in full by you and we must abide by your request in such
circumstances. To request a restriction, you must make your request in writing to NMS
Labs Privacy Officer. In your request, you must tell us (1) what information you want to
limit; (2) whether you want to limit our use, disclosure, or both; and (3) to whom you want
the limits to apply, for example, disclosures to your spouse or employer.

Right to Request a Correction: You have the right to request that we correct health
information about you that you think is incorrect or incomplete. You must put your request
in writing. If you do not ask in writing or give your reasons in writing, we may tell you that
we will not do as you have asked. We will respond within 60 days of receiving your request.
We have the right to refuse your request if you ask us to correct information that: 1) was
not created by us and/or not part of our record; 2) is not part of the information you are
permitted by law to see and copy; or 3) we believe is correct and complete in the existing
record.

Right to a Paper Copy of This Notice: You have the right to receive a paper copy of this
notice. You may ask us to give you a copy of this notice any time. This notice is on our
website: www.nmslabs.com.
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http://www.nmslabs.com/

e Right to Notice of a Breach: You have the right to be notified of a data breach that may
have compromised the privacy or security of your health information.
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Changes to This Notice

The effective date of this notice is April 1, 2003, as revised on October 1, 2019. NMS Labs
reserves the right to change this notice. We reserve the right to make the revised or changed
notice effective for medical information we already have about you, as well as any information
we receive in the future. If the terms of this notice are changed, NMS Labs will post the revised
notice on our website and in designated locations at NMS Labs.

Complaints

If you believe your privacy rights have been violated, you may file a complaint with us or with
the Secretary of the Department of Health and Human Services. To file a complaint with

NMS Labs, contact the NMS HIPAA Privacy Officer at clinical@nmslabs.com. All complaints
must be submitted in writing. You will not be penalized for filing a complaint.

Other Uses of Medical Information

Certain uses of your medical information, such as the use or disclosure of your information for
marketing purposes are prohibited without your express authorization. We also cannot sell your
health information without your permission. Except as described in this Notice, NMS Labs will
not use or disclose your protected health information without a specific written
authorization from you. If you provide us with this written authorization to use or
disclose medical information about you, you may revoke that authorization, in writing, at
any time. If you revoke your authorization, we will no longer use or disclose medical
information about you for the reasons covered by your written authorization, except to the
extent we have already relied on your authorization. NMS Labs is unable to take back any
disclosures we have already made with your permission, and NMS Labs is required to retain our
records of the tests that we provided.

If You Are Not Resident in the United States

NMS Labs processes medical, health, and laboratory data in the United States in accordance
with this Notice of Privacy Practices and U.S. laws and regulations regardless of the country of
residence or citizenship of the patient. NMS Labs operates solely as a processor of personal data
on behalf of the data controller, which is the entity that ordered the laboratory services we
provide. We rely on the data controller to transfer patient data to us in accordance with
applicable local laws and regulations. Individuals who wish to exercise the privacy rights
granted under other countries’ data protection or privacy laws should contact the data controller.

If You Have Questions About This Notice

If you have any questions about this Notice, please contact the QA department at NMS Labs.
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